NHOOPMAIIMOHHAS ITAMATKA
JJISA OBYHYAIOIUXCA 1J15A PASMEINEHUSA
HA OPUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHLCS OOJIBINE, a IIKOJbHUKU OIHH U3
CaMbIX aKTUBHBIX ITojib30BaTenedl PyHera. Mexay TeMm, MOMHUMO OTPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJKHA IMOMOYb TeOe 0e30MmacHO
HaXOJUTHCS B CETH.

Komnbrorepabie BUPyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOH SBIsETCS CIOCOOHOCTh K PasMHOXKEHHIO. B jonoiHeHue K 3TOMYy,
BUPYCHI MOT'YT MTOBPEAUTH WX TIOJTHOCTBIO YHUUTOXXUTH BCe (DaiIbl U TaHHBIE, TIOJAKOHTPOJILHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro ObLIa 3allyllieHa 3apa)KeHHas IporpamMma, a TaKkKe MOBPEAUTh
WIM JJa)K€ YHUUYTOXUTH OINEPALIMOHHYIO CUCTEMY cO BceMH (aiinamu B 1iesioM. B GonbminHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. I/ICHOHBBYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHCTCMbI, MMCIOIIUC CCprBHHﬁ YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBiMBaif mnautu (LUUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C LIEJIBIO JOPA0OTKHU NMPOrpaMMBbl) U Ipyrue 0OHOBJICHUS CBOEH onepalioOHHON
cucreMbl. CkaunBail UX TOJNbKO ¢ opurmansHoro caiita paspaborunka OC. Ecnu cymectByet
PEeXUM aBTOMaTHYECKOr0 OOHOBJIEHHUSI, BKJIIOUH €T0;

3. Pa0oTaii Ha CBOeM KOMIIbIOTEPE MOJ1 TPaBaMU MOJIb30BATENIsA, @ HE aIMUHHUCTpATOpa. JTO
HC ITO3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IMTPOrpaMM MHCTAJTIIIMPOBATHECA HAa TBOEM IIEPCOHAIIBHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUECKHI TOCTYN K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENIN MH(POpPMAlLUH, Takhe Kak (hjelka, AUCK Ui ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIbIOTEpHBIE (DaiiiIbl, MONTyUYEeHHbIE U3 HEHAISKHBIX UCTOUHUKOB. J{axe
Te (ailyibl, KOTOPbIE MPHUCIIA TBOW 3HAKOMBIH. Jlyulle yTo4HH y HETo, OTIPAaBJISI JIU OH TeOe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BU nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH I, Mapka. Eie B
1991 rony Hupaepmanjickas kommnaHus 3apeructpupoBasa O6penn "WECA", uro o6o3Hauasno
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "0ecrpoBoIHast TOYHOCTH .

Jlo Hamiero BpeMeHM Jouuia Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakKoW ke
TexHoyioruei. 9to abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO C HAMEKOM Ha CTaHAApPT
BhIcHIel 3ByKoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKasi TOYHOCTH'.



Jla, OecrmaTHBI MHTEPHET-AOCTYN B Kade, OTeNsIX W a’poroprax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIX0/1a B UHTepHET. HO MHOTHE 3KCIIepThI CUUTAIOT, 4TO 0b0mienoctynubie Wi-Fi
CETHU He SABJISAIOTCS 0€30MaCHBIMU.

Cogertsbl 110 6€30mMacHOCTH pabOTHI B 00IIENOCTYHBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro muuHyro uHpoOpManuio yepe3 oomienoctymasie Wi-Fi cetu. Paboras
B HUX, KeJIATEJIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEpPa;

2. Wcnonb3yit 1 OOHOBIIAM aHTHBUPYCHBIE MpOrpaMMbl U OpaHaMayep. TemM caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOHUCTBO;

3. Ilpu wucnonwzoBanmu Wi-Fi otkmoun dysknuio "OOmmit moctyn k daiiiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOJYAHWIO, OJHAKO HEKOTOPHIE IOJIH30BATEIIN
AKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnonp3yit nyonuunsii WI-FI mu1st nepeiaunt TMUHBIX JaHHBIX, HAIIPUMEp JJIs BBIX0/1a
B COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonb3yii Tosibko 3amuiinennoe coeaunenue uepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynkuuio "Iloakmouenne k Wi-Fi aBTomatnuecku".
He nonyckaif aBTOMaTn4eckoro MOAKIIOYEHHs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacusi.

CoumnajabHble CeTH

CormuanbHble CETH aKTUBHO BXOJST B HAIly JKU3Hb, MHOTHE JIIOJM PabOTAIOT U KUBYT Tam
noctosiHHO, a B Facebook yxe 3aperncrpupoBaH MWIMap] YeIOBEK, YTO SBISIETCS OAHOM
CeIbMON BCEX KHUTeNeH IMiuaHeThl. MHOTHE TMONb30BaTENd HE MOHUMAIOT, YTO HHGopMaIwus,
pa3MeIIeHHass UMH B COITMATIbHBIX CETAX, MOXKET ObITh HAMJIEHAa U MCIOJb30BaHa KEM YTOJIHO, B
TOM YHUCIIE HE 0053aTeTBbHO ¢ OIaTIMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COUAJIbHBIX CCTAX:

1. Orpanuub cnucok apy3ei. Y 1e0s B Ipy3bsX HE JOKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amumail cBOI0 4acTHYIO *kM3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUSI U JAPYTyI0 JUYHYI0 HWHGOpMaluio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JakKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammImaii CBOXO peIyTaIrio - IEP’KU €€ B YUCTOTE U 3a/1aBaii cebe BOMPOC: XOTEN ObI THI,
4TOOBI JIpYrHe MOJIb30BATEeH BHJENH, YTO Thl 3arpyxaemib? llogymaii, mpexae 4eM 4YTo-TO
OITyOJIMKOBATh, HAMMKCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEAILHOE UM U
JIPYTYIO JTUUHYI0 HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. U30eraii pazmemienus ¢ororpaduii B IuTepHeTe, rae Thl n300paskeH Ha MECTHOCTH, 1O
KOTOPOH MOXKHO OIIPEJEIINTH TBOE MECTOIIOJIOKECHHE;

6. Ilpu perucTpanuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOJIB30BATh CIIOXKHBIE MapOJIH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. ns comumanbHOM CETH, MOYTHI U JIPYTUX CAHTOB HEOOXOJMMO HCIIOJIL30BAaTh pa3HBIC
naponu. Torga eciau Te0si B3IOMAIOT, TO 3JIOYMBINIICHHUKY TOTy4YaT JOCTYH TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA cHoco0 TIulaTeXed, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocyaapCTBax A0 CHUX IIOP HE NPONHCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (GYHKIMOHHPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3/ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpPOBOAUTH ONepanuu 0e3 WACHTH(PHUKAIMK IOJIb30BaTeNsl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS 0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTrh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C AIEKTPOHHBIMU J€HbIAMHU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cdyery. l[lpuBsizaHHBI TenedoH mMOMOXeET, eciu 3alyaems CBOM
IUTATEXHBIA MapOoJIb WK 3aii/iemIb Ha CaliT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Vcnonw3yit ogHOopaszoBbie napoiu. [locie mepexoa Ha yCUIIGHHYIO aBTOPHU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)Ku WITH TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukam OyaeT He IpOCTO yrajaaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B cels
CTPOYHBIE U MPOMUCHBIE OYKBBI, U PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK Jojuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK H T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.
JJIeKTPOHHAS MOYTA

DJIEKTpOHHASA MOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH IO MEPECHUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBhIE pAaCHpEACNsiOTCS B KOMIBIOTEPHOH CeTH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBII SITITAK BBITIISITAT CIIETYFOIIIM obpazom:
UMs_TIONb30BaTeNA(@HUMs_TOMEHa. Takke Kpome TepeJadd TMPOCTOro TEKCTa, HMEeeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanbl.

OcHOBHBIE COBETHI 110 O6€30MacHOi paboTe ¢ IMEKTPOHHON TTOUYTOM:

1. Hamo BeIOpaTh MpaBUIIBHBIA MOYTOBBIA CEPBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
6GCHHaTHBIX MOYTOBBIX CCPBHUCOB, OJHAKO JIy4IIC NOBCPATH TCM, KOI'O 3HACHIbL U KTO HGpBBIfI B
pEUTHHTE;



2. He ykaspiBaif B NMYHOW TouTe JMUHYK HHpopmaruio. Hampumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" umn "pox2013" Bmecto "Temal3";

3. Ucrionp3yii ABYXATAITHYIO aBTOPU3ALMIO. DTO KOT/Ja TOMUMO MApOJIsl HY’KHO BBOJUTH KO,
npucbuIaeMblil mo SMS;

4. BeiOepu CcHOXHBIA Tapodib. JIJisi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOXKHOCTH HalKcaTh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJBKO ITOYTOBBIX SIIUMKOB. IlepBbI 11 4YacCTHOM NEPENUCKUA C
aJpecataMu, KOTOPBIM ThI JIOBEpsCIIb. DTO 3JEKTPOHHBIM aJpec HE HA/0 HCIOIb30BaTh MPHU
peructpanuu Ha Gopymax U caiTax;

7. He oTKpbIBaii (aiisiel U ApyrHe BIOKEHUS B MHUCbMaX, Ja)Ke €CIIM OHU MPHUILIH OT TBOUX
npys3eil. Jlydiie yTouHH y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (ailibl;

8. Ilocne okoHuaHust pabOTHI Ha TOYTOBOM CEPBHCE MEPE/I 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0yqb HaXaTh Ha "BeiidTi".

KubepOy/uinHT Wi BUPTYyaJibHOE H31eBaTeJIbCTBO

KubepOyniauHr - npeciieoBaHle COOOIIEHUIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccuio,
3alyrUBaHKe; XYJIUTAHCTBO; COIMATbHOE OOMKOTHUPOBAHHME C TMOMOIIBIO PA3JIMUYHBIX UHTEPHET-
CEPBUCOB.

OcHoBHBbIE COBETHI 110 O0pbOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crioco6: mocoBeToBaThCs Kak ceOst BECTU U, €CITU HET TOTO,
K KOMY MOXXHO OOpaTHThCS, TO BHayaj€ YCIOKOUTHCSI. Eciu Tl HayHeNb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elrle OOJIbIIIe pa30XoKellh KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTHL B CETH MHHMAS. CYI_I_[CCTBYIOT CITIOCOOBI BBISICHUTBb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTraHCKUI 00pa3 BUPTYaIbHOM ku3HU. IHTepHET (huKCUpYyeT Bce TBOU
NENCTBUS U COXpaHSIeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. Co0Guroziait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbli HeratuB. OIHOPa30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydllIe
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHPOBKHU OTIIPABKH COOOIICHUN C ONPEACTICHHBIX aJ[PECOB;

8. Ecmm TBI cBumerens kuOepOymwimHra. TBow JCHCTBUSA: BBICTYNHUTH TPOTHUB
npecieoBaTess, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HEraTHBHO, IMOJAECP>KaTh
KEPTBY, KOTOPOH Hy>KHA IICUXOJIOTUYECKAs IOMOIb, COOOIINUTH B3POCIBIM O (DaKTe arpecCUBHOTO
MOBEJICHUS B CETH.



MoOunbHbIi TesiedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJEPKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIMOHA,
U Telepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KOMITbloTepamu. OIHAKO, CPEeICTB
3aIUTHI JJIs1 TOAOOHBIX YCTPOMCTB MOKA O4€Hb Majio. TecTHpOBaHUE U MTOKUCK YA3BUMOCTEH B HUX
IPOUCXOIUT HE TaK MHTEHCUBHO, Kak [uis [1K, To jxe camoe kacaeTcs 1 MOOMIBHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ NMPAKTHYECKH JOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIA BIEYeT 3a COOON OOJNBLIYI0 CIIONKHOCTh U MEHbIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMUTEIM BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OCHOBHBIE COBETEI JJI 0€3011aCHOCTH MOOHIBLHOTO Te.]'Ie(bOHal

Huuero nHe siBnsiercss mo-HacrosimiemMy OecruiaTHbIM. Byns ocTtopokeH, Beap Korjga Tede
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIYTH;

Hymaii, npexze ueM oTnpaButb SMS, ¢poto unu Buseo. Thl TOUHO 3HAEIIb, I'/I€ OHU OyAYT
B KOHEYHOM HUTOre?

Heo6xo0anMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(HOHA;
Vcnonb3yit aHTUBHPYCHBIE TPOrPaMMBI /17151 MOOUIIBHBIX TeNIe(OHOB,;

He 3arpy)1<a1>'1 MPUITIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOIyT COACPKATH
BPCAOHOCHOC ITPOIpaMMHOC O6CCHC‘-ICHI/IC;

[locne Toro kak Thl BBIWJEIIb C caiiTa, IJ€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiu B
HacTpoiiku Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi HOMEp MOOUJIBHOIO TenedoHa TOJIBKO JIFOJSAM, KOTOPBIX Thl 3HAEIlb U KOMY
JIOBEpsiCIIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MOJb3yelibcs. He 3a0piBaii mHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAcCOYHbBIE, 3aXBaTHIBAIOIIHNE Pa3BJICUCHHS,
OOBEAMHSIIONINE COTHU THICAY YENOBEK MO BceMy Mupy. Urpoku McciaenyroT JaHHBI UM MUp,
00LIat0TCs IPYT € APYTrOM, BBIOJHSIOT 3aJaHHsl, CPAXKAIOTCS C MOHCTPAaMU U MOIY4aloT OMBIT. 3a
YIOBOJIbCTBUE OHU IJIATST: MOKYMAIOT JUCK, OIIAYMBalOT a00OHEMEHT WM MPUOOPETAIOT KaKue-
TO OIIIIHH.

Bce aTH cpeacTa uayT Ha mojiiep KaHue U pa3BUTHE UTPHI, a TAKXKE HA caMy O€301TaCHOCTb:
COBEpPILEHCTBYIOTCSI CUCTEMBbl aBTOPHU3ALMH, BBITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILUIATKU
JUISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.



B HOI[O6HI)IX HUIrpax CTOUT OImacaTbCs HE CTOJIBKO CBOMX COIMECPHUKOB, CKOJIBKO KPaXXH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecnu npyroii UTpok BeAeT ce0s MII0X0 WM CO3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl HA IUI0XOE MOBEJEHUE ITOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKUTH KaKHe-TO I0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranaBnuBaii Heo(uManbHbIC TIATYH U MOJIBI;

6. Mcnionb3yil c0XKHbIE U Pa3HbIE TAPOIIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. Iloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIMHT WK Kpaka JUIHbIX JaHHbIX

OOBIYHOM KpaXkel JCHET U IOKYMEHTOB CETOIHS YK€ HUKOTO He YAWBHIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPeMECTUINCh B HHTEPHET, U MPOJOJDKAIOT
3aHUMAaThCS "MIOOUMBIM" I€JIOM.

Tak mosiBUJIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIM (DUILUHI, IJIaBHAs LEib
KOTOPOTO COCTOMT B TMONYYCHHH KOH(HICHIMAIbHBIX TAHHBIX IIOJb30BaTeNeil - JIOTHHOB H
naposieil. Ha anrnmiickom s3pike phishing unraercs kak ¢ummar (ot fishing - peiOHas o,
password - maposb).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cneau 3a cBonM akkayHTOM. Ecnu ThI mo/103peBaetiib, 4TO TBOSI aHKETa ObljIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIIUTH aAMHHHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKopee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. I/ICHOHB3yﬁ CJIO)KHBIC U PA3HBIC IIApOJIH. Takum 06pa30M, eciau Tebs B3JIOMArOT, TO
3JIOYMBIIIJICHHUKH ITOJYYaT JOCTYII TOJBKO K OJJHOMY TBOEMY HpO(i)I/IJ'IIO B C€TH, 4 HC KO BCEM,

4. Ecnu Tebst B3MOMalu, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
00aBJICHBI Y T€0SI B APY3bAX, O TOM, YTO T€Os B3JIOMAIH M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM M CCHUTKU Ha (PUIIMHTOBLIE CAlTHI,

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKIIIOYM cOXpaHeHHe mapoiis B Opaysepe;



7. He oTkpbIBaii ¢aitibl U Ipyryue BIOKSHUS B MHUChMaX, 1a)Ke €CJI OHU IMPHIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe ATH (aitiibl.

Hudposas penyranus

Hudposas penyraiust - 3TO HETaTHBHAs WM MO3WTHBHAs WH(pOpMAIMs B ceTH o Tele.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHON Xu3HU. "Lludposas permyramus” - 370 TBOW UMUK, KOTOPBIHA
dbopmupyeTcst u3 HHPOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJOKEHNE, OCOOCHHOCTH XapaKkTepa u
pacckasbl 0 OJIM3KHX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue noJIpocTKH JETKOMBICIIEHHO OTHOCSTCS K MyOJIMKalMM JUYHOM MH(pOpMalUU B
HuTtepHeTe, He TOHUMAas BO3MOKHBIX ITOCIEeNCTBUI. ThI Take HE CMOJKEIb JIOrafaThCs O TOM, 4TO
dororpadus, pazmerieHHas 5 1eT Ha3aj, cTaja MPUIUHONW OTKa3a MPHUHATH TeOs Ha PaboTy.

KommenTapuu, pasmenienue tBoux (otorpaduii u apyrue AecTBUs MOTYT HE UCUE3HYTh
JaKe MOCJIe TOTO, KaK Thl HX yIAIHIIb. Thl HE 3HACIIb, KTO COXPAHIII ATy WH()OPMAIIHIO, IToTIala
JU OHA B IOHCKOBBIE CHCTEMbl M COXPAHWJACh JIM OHA, a TJIABHOE: YTO MOAYMarT O Tebe
OKPY>KaIOIIHE JIIOAM, KOTOPble HAMAYT W YBUIAT 3T0. Haiitu mHdopmaiuio MHOTO JIET CITyCTs
CMOKET JIF000i - Kak U3 JOOPhIX MOOYKIEHHI, TaK U C HAMEPEHHEM IPUYUHUTH Bped. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.[H(I)pOBOfI penyranuu:

1. Ilonymaii, mpexkae yeM uTO-TO MYOJMKOBaTh U IepenaBaTh y ceds B Ojore uiau B
COIIMAILHOM CETH;

2. B Hactpoiikax nmpoduis yCTaHOBU OTpaHUYEHHs HA MPOCMOTP TBOETO MPOQUIIS U €ro
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3Memaii u He yka3biBait HH(OPMAITUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOISATH WIH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM U(POBOro mnpoctpaHcTsa. OgHaKoO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "uHTe/UIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrd, W 3aKaHyuBas KHUTamu, Qororpagusmu, KUHOUIBMAMH U
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh HAa IPOU3BENIECHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE ITpaBa BHICTYNAIOT B KaUE€CTBE rapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIH/TBOPUECKUN TPyA aBTOpa He OyaeT HampacHbBIM, AAcT €My CIIpaBeIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaxX CBOEro TPyZa, MOJYYUTh U3BECTHOCTh W NMPU3HAHHE.
HuxkTo 6e3 pa3pernieHus aBTopa He MOKET BOCIIPOM3BOAUTH €ro MPOU3BEIEHUE, PACIIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONIHATH B Adupe Win pa3Meniath B IHTepHeTe.



Hcnons3oBanne "muparckoro” MporpaMMHOTO OOECIIEUEHUS] MOKET MPUBECTH K MHOTHUM
pUCKaM: OT TOTEpPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOErO YCTPOMCTBA, Tlie
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE
1 OecIIaTHBIE TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O noprane

CereBrU4OK.p( - TBOI TTIABHBII COBETUYHK B CETU. 37€Ch ThI MOXKEIIb Y3HATH O 0€30IaCHOCTH
B CETH TMOHATHBIM M JIOCTYIHBIM SI3BIKOM, @ TMPU BO3HUKHOBEHUW KPUTHYECKON CHUTyaIluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpPCAaX M CTaTh CaMbIM ITU(PPOBHIM
rpax JaHuHOM !



